
Stay Ahead of Threat Actors 
with Real Time Adversary 
Intelligence

Unify threat actor 
personas

Prioritize high 
risk actors

Track evolving TTPs and 
campaigns

Understand the Adversary To Stay Ahead
Threat actors constantly evolve their tactics and infrastructure, making it critical for 
security teams to know who they are, how they operate, and who they target. KELA’s 
Threat Actors module unifies scattered traces from across the cybercrime underground 
into enriched profiles, giving clear visibility into threat actors and their motivations, tools, 
and activity so you can anticipate and disrupt attacks.

Discover & Monitor

Continuously discover 
and track threat actors 
across underground 
sources, merging their 
personas into a single 
profile.

Analyze And Prioritize



Enriched actor profiles 
with history, 
relationships, TTPs, and 
sectors help you quickly 
assess relevance and 
risk.


Investigate And Act
Use timelines, original 
posts, and analyst 
insights to drive 
investigations and 
guide proactive 
defense.

Track threat actor activity from first appearance to 
active campaigns


Observe interactions and 
capability building

Continuously monitor for 
new aliases, 
infrastructure, and TTPs

Discover new threat 
actors in underground 
communities

Track campaigns targeting

your sectors




Comprehensive intelligence on threat actors

Receive near real time insight on threat actors targeting your organization so 
you can proactively defend against their operations.


Deep understanding of 
threat actors

KELA provides deep visibility into threat 
actors in one place, consolidating multiple 
online personas into a unified view so you 
can clearly see who stands behind 
campaigns and how they operate.

Context-rich intelligence for 
prioritization

KELA combines its data lake with expert 
analysis to enrich threat actor profiles, 
highlighting activity history, preferred TTPs, 
target sectors, and links to related actors so 
analysts can quickly see relevance and risk.


Investigation-ready 
workspace

KELA provides an intuitive interface with actor 
profile cards and activity panels, so analysts 
can pivot from actors to related posts, 
leaked data, and infrastructure and export 
findings into SIEM, SOAR, and case 
management tools.



Key features

Actor search filters

Quickly find threat actors by aliases, 
handles, contacts or wallets, and filter by 
geography, sector and threat type.

Unified actor profiles

View each actor’s personas, activities 
and relationships in one consolidated 
profile.

Investigation workspace

Work with profile cards and activity 
panels that link directly to original posts 
and evidence.

Featured actors spotlight

Use KELA curated lists of high priority 
actors and campaigns that need 
immediate attention.

AI summaries

Generate on demand summaries of 
actor activity to speed up understanding 
and reporting.

Latest finished intel

See the latest finished intelligence and 
assessments for each threat actor 
profile.

MITRE ATT&CK TTPs

See MITRE ATT&CK mapped TTPs for each 
threat actor.

API integration

Enrich internal systems with actor 
intelligence through streamlined API 
integration.
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