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Midyear Cyber Threat Snapshot

Hl Recap on Ransomware, Infostealers & Exploited Vulnerabilities

The Big Picture in H1
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Attackers discuss
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Infostealers: The Silent Entry Point
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The "Macs are safe” myth is
busted with the Atomic macos
stealer (AMOS).

Vulnerabilities:
Exploitation at Record Speed
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Top exploited CVES:
Wvanti
(CVE-2025-0282),
Palo Alto
(cve-2025-0108),
Microsoft File Explorer
(CvE-2025-24071)

4oftop 5 most
discussed CVEs on
cybercrime forums
were already exploited
in the wild

Attackers discuss
new CVES within
1-2days;

some same-day.
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